Fuundamentals of (Static and
Dynamic) Software Verificalion

Contro/-Ffloww 4/7@/)/5[5
Data-Flow Analysis
Static VS Dynamic Analysis
Soflware 77952‘//73



Control/ Flow Graph

Procedure AVG
SI count=0

S2 fread(fptr, n)

S3  while (not EOF) do

S4 if(n<0)
S5 return (error)
else
S6 nums[count] = n
S7 count ++
endif
S8 fread(fptr, n)
endwhile

S9 avg = mean(nums,count)
SI0 return(avg)
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Dorinance/ Postdoriinance

- A node »n dorirnates a node i
(n dorr m) 1¥ every path +Fonr
Zhe entry o /nc waes »

- A node » postdorminates a node
»m (n pdor m) I¥ every path
FFonr Zhe » Zo Zhe ex/Z
includes r



Doriinance

CFG Dominance Tree
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CFG

Postdorinance

entry

S|

S2

* exit

S6

Postdominance Tree

exit

S2

S|

S5

entry

S4

S3

S6




Basic Daia—ﬁow COnce/?ZﬁS

. Definttion and Use

Consider stalerient X =Y + Z
- Definitions?

- Uses?

Kill and Reach

- A definition d of a variable x is &illed
al a stalerent s 1 s redefines x and
e Y 7 CZSSIBI?M&/?Z‘ o X was d

- A definidion d of x reaches s £ Lhere

s at leas? a path From d Zo s alon
which x is not filled (def-clear pdf%)



Dependence :4na/ysi5

Irportant £or
: Opz‘//yz/zaz‘/on
(e.g., 1nstruction 56/780’4{///73}
- Soflware eng/neer[ng
: Progrdm ana’ersz‘dna’/ng
© Keverse engineering
. Deé&(gg/ng
T ewo main Kinds of dependences
- Data related
o Contro/ related



Data-Dependence Graph (PD(7)

DD(G: one node £or
every basic block and CFa
one ea’ge represenz‘/nﬁ entry
Zhe Flow of datZa l
betroeen oo nodes z>1|BI
J F
X-1 X =2 B4
B2 Z>2- F l
l .
T Z=X-3
B3 | y=X+1 B5 X=4
|
\ B6 | z=X+7

exit




Dala-Dependence (GGraph

DDG

entry
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Control/-Dependence Graph (CDG)

Y contro/-dependent on X 1#F¥

| paf/? P From X o Y with ar
Z in P postdominated by Y, anj

2. X 15 not postdorinated Ay Y

entry
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Control/-Dependence Graph (CDG)

IrnZtewidively: Zeoo edqes owt
of X, Z‘ra\%srsfng on‘g ea’ﬁe CFG

may rnot lead Zo'Y
'Z>1 |Bl
Dependences: T/iF

BI, QX/.Z( — enztf“y X =1 X =2 B4
B2 — BI7 B2(Z>2| l

B3 — B27 l e

BY — BIF 1] Z=X-3
Bs — B2F, BIF_ s =

Bo — B2F BIF
B6lz=X+7




Program-Dependence Graph (PIG)

- A PDG £or a program_ P 1s The
combinalion of Z‘%e DDG and
CDG £for P

- A PDG conlarns nodes
representing statements,/ basic
blocks in ; and ea’ses
represfznz‘fng erlher contro/ or

data dependence betroeen nodes



Statie VS Dynamic :4/7&/)/5/5

Static analysis operales on a mode/
S e e O executing 1T)
- Can produce definitive information Chat
holds for all inputs
- Dynamic analysis operales on dynaric
/nj?rmaz‘/on collected Ay rann/'ng /e
&

- Produwces "samp//ns informalion That
holds for The inputs considered

Combined static and dynamic analyses
/e\/erage complementary Sfrengf/’}s



Do e Need Dynamic :4na/y5is.7

- Imprecision of static analysis

- Need Co Zest for properties of
executions (e.g., a’eéaggfn3>

. /\/eea/ lo Zes? assampz‘/ons aéoai
Zhe enwrironnrient

. Need Zo dederriine performance
£or Zhe average case

. Need Zo Zes? #or non—Functional/
properties, such as wsability



Examples of Dyrnamic :4/7&/)/5/5

o 77252‘//73

o P/‘or//’/fng

o Cox/erage analysis

. Dynd/yzic—-/n\/dr/anz‘ detection
e Assertdions

. Dyndm/e z‘a/nz‘/ng

. Dynamfc 5//°c/'n3



Issees 1 Dyna/m'c :4na/y5/5
: Co//ecz‘/ng a’yna/n/c data

- Ihnstranmentalion
- KRuntime systert
° Deéagg/ng interfaces

. Overhead

° Md/é/'ng sure oASe/‘\/dZ(/'onS don't
c/lange Zhe behavior of Zhe
systert

: Se/ecZ‘/ng ZAhe "r/g/’zz‘“ InpUTS



SOFTWARE [ESTING

GENERAL (ONCEPTS




Soffware Is Baggy

On average, |-5 errors ek IKLOC

W indows 2000

. oYl iea

.+ 63,000 fnown 5&(35 at the Cime of release
t 2 Dep 1,000 ihies

For mass market soffeoare 1007
correct is infeasible, bt

e must verify the SW as much as
possfé/e



Failure, Faull, Error

Farlure

OQbservable incorrect behavior of a
progrant. Conceptlually relaled Zo Zhe
behavior of Zhe prograst, rather than its
code.

Fault ( Aag)

Kelated o the code. Necessary (rnot
sufficient!y condition for 2he occurrence
of a farlure.

Error

Cause of a faull. Usually a human error
(conceptual, Zypo, etc.)



Failure, Fawull, Error: Example

. ind dowble(int param) £

2. 1Nt result;

3. resull = param * paran;
4. return(resu /),

5 £

A call 2o dowble(3) returns 9

Keswll 9 represents a failure

Swuch Ffalure 1s due o Che Fawld aZ /ine 3
The error is a Zypo (hopefit/ly)



:4/9proac/785 Zo Verification

77352‘//73: eXerc/S/'ng So/%‘a)are Zo Z‘ry
and 5eneraie farleres

Static verrficalion: 1dentity (specific)
proé/ems statically, That is,
cOnsia’er/'ng all possié/e execulions

Inspecz‘/on/ reviecw,/ wa/&‘/?roas/f}:
SYstematic group review of progran
Zex? Zo a’e{ZCZ Ffaw/Zs

Fornal proof prox//nﬂ Zhal Zhe

Progran Zex? Implements The
Progran specificalion



Testcase : LieD ,0e04
TesSt Sulke : Ser of test cagesS



VERIFICATION

Considefs il PosSible
(npuls (execuTloﬂ&)



INSPECTION S (as

*(eylews
‘ mal\d*\rmahs)

Manul
Qlaup 8@\)\—\—3




FormMAL PROCE (oF CoRRE CTNBSS)

- =

N

— |

“Frogram SeeaiicaTlion
Cuoen & Jormal speaiyicdlion , cheaxs LNk
e 0oL CoNreSpNdd TO 1 SPRuICRN




Comparison

7735Z‘/n3
+ Pros: no Ffalse positives
Limitls: incomplete
Static verificalion
P: complete (consider all progran behaviors)
L: false positives, expensive
Inspection
P: systematic, Z‘/?o/*oé(ﬁ/?
L: informaly subjective
Formal proof (of correctress)
P: strong quarastees
L: complex, expensive (reguires a spec)



%@\/@ TODPH Qﬂ 1S MOSTLY TESTING

W/ 0:(, My (DmPan(j emplogees are ICS\EfS
and The Cest spends 507 o} Thar Time \e%'un%
o said Thal ?



What 1s Test ing 7

T%Z‘/ng == 7o execwule a progrant
eo1lh a Sdmp/e of Zhe IhpUT data

. Dynamic Zechnigue: program must be

execwled

Optimistic approximation:

- T he Progran wunder Zes? 1s exercised coith
a (very Smally subset of all the possible
1hpuT daZa

- We assume that the behavior coilh any
other input I1s consistent with The

behavior shoen Ffor The selected swbset
of input data



Tesz‘ing ﬁchn/?a%

T here are a number of Zec/’m/?aes
- Different processes
o« Different artifacts
- Different approaches
7T here are no perfect Z‘ec/’zn/?aes
Testing is a best-ef#ort activity
T here 1s no best Z‘ec/w?/?ae
o« DifFferent contdext?s

Complementary strengths and coeaknesses
7 rade —of%s



TESTING GRANULARITY [EvELR

-

-

Oni Tegiing lnT%m—lon Te&—\ma Sysem (s ng

| /S =

Customer
AQ:e(JTGW\CQ,TG?TtV\%_ R@gr slon (@ %Tm%_
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Fenctional vis. Strwcteral 7est 11q




RIACK-BOX TESTING  (HITE-BOX TESTING
basedona desce'\ onoH-\ne » basedl on the coole.

« Govec uch cool
cmec 2N much q:ec.\%\e,d behawer 2 ?cg " ed behawer

as passtele
. cannct (eveal ectors due to ‘ c':'“é‘gt'"éc“g%}‘ gﬂb\"& due to

wmolementation detals



BLACK-BOX TESTING EXAMPLE

Speaification : nputs an integer and Prm’c& 1w



BLACK-BOX TESTING EXAMPLE

Speaification : nputs an integer and prnts &

4. void prnkNumButes ( pacam )

9. f(psram < Jo24) printf (“X d" param);
3. else prntf (*/d kR, param/ 24 ),
4. 1



WHITE-BOX TESTING TXAMPLE

mt Jun (mt pacam M
MG result;
result = pacam/z
reluln result;

A WX

Y



WHITE-BOX TESTING TXAMPLE

Specibication: inputs an integer param and retucns
halt of ks palue 1f cven, ibs value other\@@

4. b {gun( wt ?aram){
g. Wt result;

3. result = patam/z:
4,

5.

relucn result;

Y



SOFTWARE [ESTING

Tes?t-Data Selection




TEST DATA SELTCTION




IDEA : (
08 T ING !
08 m" TEST
e 0SS
UST 4
TXHA

>()




STRAW- MAN (DEA :
EXHAVSTIVE TESTING ¢

Considers all PosSible
[=SUS (execuTlon&B



0 @ STRAK-MAN IDEA :
@ EXHAVSTIVE TESTING ¢

How) long woulol 1t
take to cxhaus’l'(oc\g
test the function

Donain SOJEWANE  priptSum (i a,nk b) ?




@ EXHAVSTIVE TESTING

Hog) (ong woulol 1t
take to cxhaus’l'(oc\g
test the €unction

Domalin Sd;ﬂﬂ&(e Print Sum (mb 3, it b) ?

232 x 232 = 209 = |0Y Zests
| Zes? per nancsecond (107 Zests/sec)
=2 10 seconds

[ ~600 years |




RANDOM TESTING

-piex inputs oniformly

- all nputs congioleteal equal
- ho designer bIas




SO WHY NOT RANDOM ?
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Systematic Partition 7 est in3

= ... bwt dense in
in Zhe space of

B /e (valuable Zest case) possi Lo s puts ... space

ONe £ar/wre

.................................................................................................................................
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(Zhe Aaysta

0000000000 oo oo OO0 OO0 OO
L L I ey L] D] CIH:

The space of possible input values

IF we systematically Zest sone
cases From each part, ce cil/
include The dense parts

Feinctional/ Z‘esz‘/ng IS one cay
of a’raa)/ng /ines o i1solale
reg/'ons ei1th //',ée/y Farlures




BOONDARY VALUE S
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Basic dea

Erors tenad to occur atthe
boundary < @ (Sub)cemain



BOONDARY VALUE S
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Basic dea

Erors tenad to occur atthe
boundary < @ (Sub)cemain



BOONDARY VALUE S

Basic ded

Eors tend o occur atthe

boundacry <& a (Sub)domain

sedih
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= Select (nputs at these bouhdaries



MODEL-BASED TESTING

—| up

Specificalion

B4 [y

modd

Tcsb Co8eS



FRom AN INFORMAL SPETEICATION . ..

Maintenance: The Maintenance function records the history of items undergoing
maintenance.

If the product is covered by warranty or maintenance contract, maintenance can
be requested either by calling the maintenance toll free number, or through
the web site, or by bringing the item to a designated maintenance station.

If the maintenance is requested by phone or web site and the customer is a US
or EU resident, the item is picked up at the customer site, otherwise, the
customer shall ship the item with an express courier.

If the maintenance contract number provided by the customer is not valid, the
item follows the procedure for items not covered by warranty.

If the product is not covered by warranty or maintenance contract, maintenance
can be requested only by bringing the item to a maintenance station. The
maintenance station informs the customer of the estimated costs for repair.
Maintenance starts only when the customer accepts the estimate.

If the customer does not accept the estimate, the product is returned to the
customer.

Small problems can be repaired directly at the maintenance station. If the
maintenance station cannot solve the problem, the product is sent to the
maintenance regional headquarters (if in US or EU) or to the maintenance main
headquarters (otherwise).

If the maintenance regional headquarters cannot solve the problem, the product
is sent to the maintenance main headquarters.

Maintenance is suspended if some components are not available.

Once repaired, the product is returned to the customer.




... TOATINITE STRTE MACHINE




TO A SET OF TSST CASES







Maintenance: The Maintenance function records the history of items undergoing
maintenance.

If the product is covered by warranty or maintenance contract, maintenance can
be requested either by calling the maintenance toll free number, or through
the web site, or by bringing the item to a designated maintenance station.

If the maintenance is requested by phone or web site and the customer is a US
or EU resident, the item is picked up at the customer site, otherwise, the
customer shall ship the item with an express courier.

If the maintenance contract number provided by the customer is not valid, the
item follows the procedure for items not covered by warranty.

If the product is not covered by warranty or maintenance contract, maintenance
can be requested only by bringing the item to a maintenance station. The
maintenance station informs the customer of the estimated costs for repair.
Maintenance starts only when the customer accepts the estimate.

If the customer does not accept the estimate, the product is returned to the
customer.

Small problems can be repaired directly at the maintenance static
maintenance station cannot solve the problem, the product is sent
maintenance regional headquarters (if in US or EU) or to the mair
headquarters (otherwise).

If the maintenance regional headquarters cannot solve the problen
is sent to the maintenance main headquarters.

Maintenance is suspended if some components are not available.
Once repaired, the product is returned to the customer.




SoMmS CONSIDERATIONS

Applicability

- Veqy general approach

- \n UML , state machine are (eadlly available
Abstraction (s key

Many other agproaches

- decislon tables
- £\ow graphs
- higtorical moolelR



>¢//5z‘or/ca/ Moa/e/s
Learnlng from the past
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COVERAGE CRITERIA

Defineol 1n terms of
Cest requirements

Result n
test specifications
best cases



printSum: Zest re?afremenfs

printSum(int a, int b) ({
int result = a + b; req #1
if (xesult > 0)
printcol (“red”, result); req #2

else if (result < 0) J
printcol ("blue”, result) ;




printSum: Zes? specificalions

printSum(int a, int b) ({
i a+b>0
anE result = a3 b’

if (xesult > 0)

printcol (“red”, result); |,4+p<o
else 1f (result < 0)

printcol (“blue”, result);



printSum: Zes? cases

~\

printSum(int a, int b) { Test Spec #|
dHNE gesudEg= a & b a+bh>0
if (xesult > 0)

<
printcol (“red”, result) ; | TestSpec#2
+b<0

else if (result < 0) 2 J

printcol (“blue”, result);

J

}

w1 (a9 oL oo or . res], i oslied 12 )
4 ) ((g =[o], o =[] ),(oulpul GOt =[g/ece], oulpul 03\ue =[-l J))



STATEMTNT COVERAGE

est
fequirements

Goverage
mealure



STATEMTNT COVERAGE

é’f’«m e statements in the prog@m

Goverage
mealure



STATEMTNT COVERAGE

é;t«m e statements in the prog@m

Goverage. number of executad Statements

mealure, total number o Statements



printSum: sZaZesrent cOVerage

printSum(int a, int b) ({
int result = a + b;
it (result > 0)
printcol (“red”, result);

else 1f (result < 0)
printcol (“blue”, result);



printSum: sZaZesrent cOVerage

4 N
a==3
b ==

. J
printSum(int a, int b) ({

int result = a + b;
if (xesult > 0)
printcol (“red”, result);

else 1f (result < 0)
printcol (“blue”, result);

Coverage: 0%



printSum: sZaZenrent ca/erage

( )
a==3
b==9

.~/

else 1f (result < 0)
printcol (“blue”, result);

Coverage: 71%



printSum: sZaZenrent ca/erage

else 1f (result < 0)
printcol (“blue”, result);

Coverage: 71%



printSum: sZaZenrent c:oVerage

Coverage: |100%



STATEMENT COVERAGE IN PRACTICE

Most usged n industry
“Typical coverage” targer s §o-07.

é&@& Why don' 6 we aim at Aoco7.
[ ]



printSum: sZaZesrent cOVerage

( h
a==3 a==0
b == == -
\. J

printSum(int a, int b) ({
int result = a + b;
it (result > 0)
printcol (“red”, result);

else 1f (result < 0)
printcol (“blue”, result);

Coverage: |100%



printSum: sZaZesrent cOVerase

( h
a==3 a==0
b == == -
\. J

printSum(int a, int b) ({
int result = a + b;
it (result > 0)
printcol (“red”, result);

else 1f (result < 0)
printcol (“blue”, result);
[else do nothing]

}

Coverage: |100%



printSum: sZaZenrent c:oVerage

else do nothing

Coverage: |100%



BRANCH COVERAGE

est
fequirements

Goverage
mealure



BRANCH COVERAGE

nglfem o branches n the progam

Goverage
mealure



BRANCH COVERAGE

Goverage number of executed branches
measure, total number of branches




printSum: branch c:oVerage

Coverage: !




printSum: branch c:oVerage

Coverage: /5%



printSum: branch c:oVerage

Coverage: /5%



printSum: branch c:oVerage

Coverage: |100%



TEST CRITER\Q SURSOMPTION

! BRANCK
COVGRAGE

STATEMGNV
COVERAGE




LET'S CONSIDER ANOTHER TXAMPLE

4. vood mam (\§

2. flodk XY,

3. (ead(x),

4, rc&d(

5. ((x—-03 1(Y>0))
6. /x

1. e J x‘i- y+2°

§. wael)y,

9 oa(\'fctg\

J

lo. g



LET'S CONSIDER ANOTHER TXAMPLE

4. vord mam(\{

2. floak XY,

3. (ead(x),

4, rc&d(

5. 1§ ((x--oﬁ 1(Y>0))
6. /x

1. edge J x‘i- y+2°

§. wael)y,

9 conTc(%\

J

Jo. g




LET'S CONSIDER ANOTHER TXAMPLE

. voud mamn (O\§
. floak Kl‘:‘

h

3. (ead (X),

4. rcad(

5. 4 ((x--o) 1(Y4>0))
6.

1. dge J x‘i-/;-\-z

§. wael)y,
9wty

J

lo. g




LET'S CONSIDER ANOTHER TXAMPLE

| Tests: (x=5,4=¢)
4. vord mam O\ { l (x=5, y=-5)
2. $loak );,3

1
2 . rec%dd% Branch cole(age: 1007,
5. 4 ((x--o) 1(Y4>0))
6. /x
1. dge J x‘i- 4+2°,
§. wael)y,
9wty

lo. g




LET'S CONSIDER ANCTHER TXAMPLE

4. voud mam () Tests: (x=5,4-=
2. floak X4 { l E:’S'% 2
3. (ead(x), | E9=2)
z- rc&d,( !(X==O" X==oll

1 e 3 x‘i_/ ;+2 (3) How can we he moe
8 e ()(3 y, +horou %hq

3. wilke (3\

lo. g



LET'S CONSIDER ANCTHER TXAMPLE

4. voud manO\{
2.

3
4.
5.
6
E{
g
3

40'. g

Tests: (x=5,4=¢)

flodk K/‘j) l (x=85, 3:"5)

I(’ec%dd(ﬂ '(x==0ll 2 X==oll

v ((x(- =0)11(470)) VO o Brench axtefigg: oo,
Y=q/x; (6) How can we bhe more

dee x=y+i2, thorough?

waelxYy,

o(ile (‘5\ (Oe can wmake each

conolition T and F



CONDITION COVERAGE

est
(’equtfem ents

Goverage
mealure



CONDITION COVERAGE

est

ceorements inal 10 1dusl conditions n the progam

Goverage
mealure



CONDbITION COVERAGE

(:qut(emmt;s indl101dusl conditions in the prog@m

Goverage number of conditions that are bathTad
mealure, total number of conditions




£  SUBSOMPTION

COND (TION
. COVERAGET
Does condition Coverage @ @
imply branch Coveraqe 7 —
QO\)DRP:GE
C1 YeS ‘
(1 No STATEMENT

COVERAGE




TEST CRITER\Q SURSOMPTION

BRANCH:
COVERAGET

STATEMGNV CONNITION
COVERAGE COVGRAGE




LET'S CONSIDER QUR LAST TXAMPLE

| Tcs{-s (Xf—'é, --5)
. voud mMain (\{

b | (x=8,4=6) |

2. floac XY |

3 (ead x)

4. oo
5. W ((x--O\ 1(Y>0)) Condlition coverage: 0o
MO A Lo 2. (dhak about branch

. W), d Qefage.?

9. omTc(%\

jo. %




LET'S CONSIDER QUR LAST TXAMPLE

| Tcs{-s (Xf—'é, --5)
. voud mMain (\{

h | (x=5,4=5) |

2. floac XY |

3 (ead x)

4. oo
5. W ((x--O\ 1(Y>0)) Condlition coverage: 0o
MO A Lo 2. (st about branch
g (b(‘uC,Qx)B Cb\)e('atae? 507.

9. omTc(%\

jo. %
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